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Global expertise

2 O O countries
and regions

3 O representative
+ regional offices

5,000+

50%

highly qualified
specialists

of our employees

are R&D

@ Africa @ Europe
South Africa Czech
Kenya Republic
Rwanda France

' Asia [CEINERY

. Israel
Vietnam [taly
Greater China Netherlands
(China, Hong Portugal
Korjg) Romania
India Russia
Japan Spain
Kazakhstan Switzerland
Malaysia UK
Singapore

South Korea

’ Transparency Centers

Zurich, Switzerland
Madrid, Spain
Sé&o Paulo, Brazil

Kuala Lumpur, Malaysia

Kigali. Rwanda
Singapore

@ Middle East

Saudi Arabia
Turkey
UAE

' Latin America

Brazil
Mexico

Tokyo, Japan

Rome, Italy

Utrecht, the Netherlands
Riyadh, Saudi Arabia
Istanbul, Turkey



Chuyén Mo6n Lam C6t Loi

[ X
Kaspersky Global
Research and Analysis Team
- Researches the most complex threats; APT, cyber espionage
campaigns, global cyber epidemics, etc.

Expertise
Centers

- Security of future-

o focused technologies

- Investigates sophisticated
financial cybercrime

Kaspersky

Research

) Threat Research

- Anti-Malware Research - Content Filtering Research

\- SSDLC & Secure-by-Design Methodologies

Every center contributes

to Kaspersky’s solutions

and services Kaspersky

Al Technology Research

- Al Cybersecurity - GenAl Research

@® Threat
Research

@ Incident

. . - Al-Powered Threat Detection / Solutions
Investigation

- Critical Infrastructure

( X J
ey Kaspersky
o Security Services
- MDR + Incident
Response
- Security Assessment - SOC Consulting

- Digital Footprint Intelligence

Kaspersky oo
ICS CERT

- ICS Vulnerability
Threat Analysis Research
and Assessment

- Technology associations, analytics and standards
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Va Cong Nghé Al

Nghién cltu va diéu tra

Nghién clfu vé mai de doa va diéu tra su co
hang dau thé gidi la yéu t6 cot 16i trong danh
muc san pham cua chdng toi.

Cong Nghé Tién Tién Ké Thua Tu Chuyén Gia Toan Cau

Bo giai phap bao mat chiing téi gitip khach hang luén dén
dau cac mai de doa mdi trén toan cau cting nhu tai Viét
Nam

Phong vé cung cong nghé Al

Phuaong phdp "an ninh la trén hét" doi vdi tri
tué nhan tao da dugc tich hgp vao cac giai
phap cua ching toi.

Phuang phap tiép can an toan dua trén tri tué nhan tao
xuyén su6t qua trinh phan &ng su c6.

Phat trién phdn mém an toan

Ap dung nguyén tac bao mat trong tat ca giai
doan thiét ké san pham.

Bao mat dugc tich hgp trong moi giai doan phat trién san
phdm cua Kasperksy. Cach ti€p can nghiém ngat clia
ching téi ddm bao cac hé théng an toan, bén virng; dem
lai

giai phdp dang tin cay cho nguai dung.

/

~5,000

Chuyén gia trinh do cao

s)
0%

Nhan vién trong linh vuc
Nghién cliu & Phat trién
(R&D)

Hon 50

Chuyén gia an ninh mang
dudc cong nhan toan céu

5

Trung tém
Chuyén mén Dac biét




Uu Tién Su Minh Bach Trén Hang Dau

{7 Dadugc chimg minh.
Eg Minh bach.

Boc lap.

Sang kién Minh bach Toan cau cua
Kaspersky dugc xay dung dua trén cac bién
phap cu thé, co thé hanh dong, cho phép
cac bén lién quan xac minh va kiém tra do
tin cdy cda san pham, quy trinh noi bo va
hoat déng
kinh doanh cua cong ty. @
';]ra3nsparency Danh gié dQC Iép dinh
Centersgtoancau ky

e Kiéem toan S0OC 2

e Chirng nhan 1SO

27001

Bug bounty

Su cong nhan quan trong

Cac san pham clia Kaspersky trai qua cac
danh gia doc lap dinh ky tu cac vién nghién
ctru hang dau, vdi chuyén maén vé an ninh
mang cua ching toi luén dugc cac nha phan
tich nganh hang dau c6ng nhan.

Dugc kiém tra nhiéu nhat. Dugdc trao giai
nhiéu nhat.

Trong su6t han mot thap ky, cac san pham
cla Kaspersky da tham gia 1022 bai kiém
tra va danh gia doc lap, dat dugc 771 két
qua ding dau va 871 vi tri trong top 3 -
minh ching cho kha nang bao vé hang dau
trong nganh cua chidng toi.

95 91

Bai kiém tra & danh gia Vitri ddu tién

70%

VitriTOP 3




Bang Gop Cho An Ninh Mang Toan Cau

La mot thanh vién chu chét va nang déng trong céng déng tham bao mai
de doa toan cdu, ching toéi lam viéc chat ché vdi cdng déng an ninh mang

dé chéng lai tdi pham mang trén toan thé giadi. (
MITRE | ATT&CK 0Oo
&y
YV 2 B, - - s - Tr
. \ Chung téi dong gop thong tin tinh bao méi
|NTERPOL 'l'. I :FIT:“:E?R;:;;:D: de dDa quan tang ChO CéC t(’j ChUC tOén Céu, Kaspersky Cl]ng C[’j' an

o220 bao gdm MITRE, nham nang cao do chinh

; ninh cho toan nganh
xac cua framework nay.

bang cach phat hién va

N

industrial infemet® sﬁ? giE]p khac phuc cac 16
CONSORTIUM héng zero-day cho cac
@ cong ty hang dau nhu
Coalition AFRIPOL Cong viéc cua ching téi duge hudng dan bai Aetelers, IERTEei;
® , Against cac nguyén tac dao dic trong viéc tiét 16 16 EEEElE, e, v
Stalkerware

héng bao mat co trach nhiém.

Bén canh dg, Kaspersky dang hgp tac vai cac

t6 chidc qudc té nhu INTERPOL, cac ca quan

thuc thi phap luat, cac CERT va céng déng bao mat
CNTT toan cau trong cac cudc diéu tra va chién dich
chéng téi pham mang chung




o a A 1
—m Cong nghé
Trang bi cho cac d6i ngli bao méat cua
ban té chiic nhitng céng cu can thiét
dé phét hién va phan ing véi cac mai
de doa mang.

V. r 4
L3\ Kién thic
Cap nhat thdng tin vé cac méi de doa
dang phét trién, lién tuc nang cao ky
nang cho déi ngli clia ban dé xr ly su cd
hiéu qua va thic ddy nhan thirc vé an
ninh.

Tang cudng kha
nang phong vé

Tiép can céc chuyén gia bén ngoai dé
danh gid, phan Ung su c6 ngay lap tuc
va dua ra chi dan chién lugc.

@ )

OOO ~ ~
r Chuyén mon

Déng hanh cac chuyén gia clia Kaspersky
dé danh gia, phan Uing su cd ngay l1ap tic
va dua ra céac khuyé&n nghi can thiét cho
chién lugc phdng vé.

O1




Kaspersky: BO Giai Phap Bao Mat Toan Dién
Cho MGi Truong IT

Diém cudi
(Endpoints)

Mang
(Network)

Tai céng viéc

(Workloads)
Nhén thifc Tham bao méi de doa
(Awareness) (Threat Inteligence)
Kaspersky Kaspersky
Security Threat
Awareness Inteligence

| PhongVe CoBan

Kaspersky Next i
' EDR Foundations |
i i
E Kaspersky :
! Security for i
i Mail Server :
i Kaspersky :
i Hybrid Cloud i
H Security '

Phong Vé Nang Cao

| Kaspersky Next
< | EDR Expert

Kaspersky
Anti Targeted
Attack

Cloud Workload
Security

Kaspersky

Phong thi toan dién va t6i uu hda
hoat dong bao mat

Kaspersky Next
XDR Expert

XDR

Corporate

Giam sat su kién an ninh mang - SIEM

Kaspersky
Unified Monitoring
and Analysis Platform

Kaspersky
Container Security

Daotao

(Training) Dénh gia
Kaspersky Kaspersky
Cybersecurity Security
Training Assessment

Céc Giai Phap Chuyén Dung

Kaspersky Kaspersky Kaspersky Kaspersky
SD-WAN Francl Frevetion Scan Engine DDoS Pratection
Béo mat dudc quan Iy Phéan (ng sy c8 Danh gia xam nhap Tuvén SOC
(Managed Security) (Incident Responses) | (Compromise Assessment) (SOC Censulting)
Kaspersky Kaspersky Kaspersky Kaspersky
Managed Detection Incident Compromise SOC Consulting
and Response Response Assessment

Dijch vy hdtr
(Support Services)

®

Kaspersky
Professional
Services




Kaspersky: BO Giai Phap Bao Mat Toan Dién
Cho Moi Truaong OT

&

Platform
quan tritép trung

o Cbng nghé

Phong thii toan dién va tdi uu hda
hoat déng bao mat

Industrial
CyberSecurity

X D R = Kaspersky
2o

Industrial

Quan ly tai san trong mang OT
Phat hién va ngadn chan trén toan hé théng

Kiém tra tinh tuan thi bao méat

Bao méat nang cao
dua trén tai san

Kaspersky i
Industrial CyberSecurity ! Endpoints,
for Nodes A SCADA

Thiét bi mang

Kaspersky
Industrial CyberSecurity
for Networks

Controller va lloT

Specialized solutions
Kiénthuc .
Py - S Kaspersky Kaspersky Kaspersky
3 C h Uye n mon Antidrone Machine Leamning SD-WAN
- for Anomaly Detection
Nhan thirc Théam béo méi de doa Pao tao
Kaspersky Kaspersky Kaspersky
Security 1CS Threat ICS CERT
Awareness Inteligence Training

Cyber Immune solutions

Kaspersky Kaspersky Kaspersky

10T Secure Thin clent Automotive Secure

Gateway Gateway
Pénh gia Bao mét dudc quan ly Phan ung su c8
Kaspersky Kaspersky Kaspersky
ICS Security Managed Detection Incident
Assessment and Response Response

Dich vu chuy&n nghiép

®

Kaspersky
Professional
Services




Nén Tang HOi Tu An Toan Thong Cho Cac
Moi Truang IT, OT Va Mai Truong Hybrid

®

An ninh mang
Doanh nghiép

[ YOR 3

Kaspersky Next
XDR Expert

7

Open
Single
Management

An ninh mang
tai su hdi tu gitta cac
mai trudng IT va OT

An ninh mang
Cbng nghiép

(il Kaspersky
h Industrial
CyberSecurity

€3




@ Kaspersky
OT CyberSecurity

8 Budc Dé Tang Cuong ATTT Cho
Moi Truong OT

bam bao su an toan théng tin cho hé théng OT,
két hgp cac cong nghé, kién thic va chuyén mén
can thiét dé bao vé cac doanh nghiép cong
nghiép & moi cap do.

CITITIIINNFIm




Bao Vé Toan Dién Cho Cac Doanh Nghiép Cong Nghiép Va Nang Lugng

Kaspersky Next
XDR Expert

&

. /.\ Kaspersky
"/ s 10T Secure g
Gateway |

\

N\ Kaspersky
SD-WAN
Kaspersky for Nodes for Networks p
Industrial : g § ’ E. ) e
CyberSecurity Endpoint protection, Network traffic analysis, ‘ e : N ! ]
detection and detection 3 !

=

H 3% |
» i S < .
5 . s 0 / & Kaspersky

Kaspersky Thin Client
Machine Learning
for Anomaly
Detection

Chuyén gia

Phét hién Phan tng

(Discovery) (Response) (Managed service)

E . V ’ ‘

Kaspersky - y §
Antidrone | @, | TN e “N- T Kaspersky Kaspersky Kaspersky
f ICS Security Incident Managed
. R -y 5

Dich vu quanly Nhanthic ATTT Threat Intelligence

Dao tao

Kaspersky Kaspersky Kaspersky
Security ICS Threat ICS CERT
Kaspersky and Response Awareness Intelligence Training
Automotive

Secure Gateway




Nén Tang OT XDR Cho Bao Vé Ca Sag Ha Tang Trong Yéu

 nenaoTHBR))
~ =
i | ™
2 S
for Nodes for Networks
Kaspersky _
Industrial Endpoint Network
ndustria . protection, traffic analysis,
CyberSecurity detection and detection and
response response
~

L
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Kaspersky
Industrial
= Kaspersky 1 & Kaspersky
‘ Industrial CyberSecurity Cybersecurlty ﬁ Industrial CyberSecurity
for Networks for Nodes
e, : Advanced Asset
U?EZZEQHOTT)EDR (;ho =0 Asset @ Management Endpoint
Ygu SRl Srang Management Q. Protection

Threat and @ Security Audit Endpoint
@ Anomaly J@ Detection

Detection and Response

Extended
n Kaspersky Detection and Portable
v=
a Ecosystem Response ﬁ Scanner

and Integrations

XDR capabilities



Kaspersky

OT CyberSecurity

@& % @

Kaspersky
Industrial
CyberSecurity

e o0

for Nodes

Endpoint protection,

detectionand
response

for Networks

Network traffic
analysis, detection
and response

=

Kaspersky
Machine Learning
for Anomaly
Detection

Kaspersky
Antidrone

Kaspersky
Automotive
Secure Gateway

Response Managed
Protection
Kaspersky Kaspersky Kaspersky
ICS Security Incident Managed
A D. 5

and Response

Cyber
Hygiene

Kaspersky
Security
Awareness

Kaspersky
Thin Client

Threat

L —

| Kaspersky Next
K | XDR Expert

Learn more

G

Ly

Training

Intelligence

Kaspersky Kaspersky
ICS Threat ICS CERT
Intelligence Training
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Indlustrial cyber resilience
8 steps to secure your enterprise

@ Inventory: Asset management

@ Assess: Detailed risk assessment

@ Seocure: Essential security

@ Detect: Threat and anomaly detection

@ Audit: Security audits and compliance

@ Enhance: Zones and conduits

) Y ———

@ Prepare: Fault tolerance and readiness

® Technologies  ® Expertise @ Knowledge

https://www.kaspersky.com/go/industrialcyberresilience



8 Budc Dé Tang Cuting ATTT Cho Mai Truing OT

Management)

People )

Technologies)

Processes >

Inventory:
Asset
management

STEP1

O

Assess:
Detailed risk
assessment

STEP 2

Detect:

Threat and

anomaly

Secure: detection
Essential

security STEP 4
STEP 3

Audit:
Security
audit and
compliance

STEP 5

Monitor:
Mature
Enhance: security
Zones and operations
conduits
STEP 7
STEP 6

https://www kaspersky.com/go/industrialcyberresilience

Prepare:
Fault
tolerance and
readiness

STEP 8




KICS PLATFORM FEATURES
KICS FOR NETWORKS OT XDR KICS FOR NODES

@ Asset Management ?Ac;\r/waag:vc\,eﬁ:se‘ @ Er '1' i |ndustr|a| CYber reslllence
J& 8 steps to secure your enterprise

| @ Inventory: asset
management

2 11 Outline objectives

1.2 Prepare for discovery

3
Technologies 1.3 Use active pooling
- Ka: ky J
g:f::%;fim / + 14 Mapnetwork

1.5  Inventory

PILOT‘G

® 16  Monitor continuously

Expertise

Professional
Services

Standards and practices

IEC 62443-3-3 SR 1.1%; SR 1.2; SR 1.3*; SR
7.81

IEC 62443-3-2 ZCR1.1;ZCR 2.2

NIS2 Article 21:p. 2 (d, g, 1), p. 3

NIST SP 800-82r3 6.1.1: Asset Management

® Technologies ® Expertise L

el ARAAr™S A - M A L BRA s



Industrial cyber resilience

8 steps to secure your enterprise

8 Knowledge ~

Kaspersky
) ICS Threat
> Intelligence
TS

1 Assess: detailed risk
evaluations

| @2 21 Identify vulnerabilities
2.2 Assetsthreats

2.3 Analyzeimpacts
4 24  Risk prioritization
2.5 Consider compliance

Expertise

Kaspersky
@, ICS Security
Assessment

Standards and practices

IEC 62443-3-3 ZCR: 3.(All); 5.1%; 5.24;5.3; 5.4;
5.5;5.8;5.10;5.127; 5.13»

NIS2 Article 21: p. 2 (a, f); 22: p. 1
NIST SP 800-82r3 3.3.6;6.1.3
GB/T 44462.1 7.3.5.2 Security management

® Technologies ® Expertise ® Knowledge



KICS PLATFORM FEATURES
KICS FOR NETWORKS OT XDR . KICS FOR NODES
& AssotNoragomen | [ () Ackenced Asse m Industrial cyber resilience
Q' @© e & C 8 steps to secure your enterprise
J 1 Secure: essential protection
e
’ 2 3.1 Harden and configure

your endpoints

@® 32 Configure baseline of
system integrity

Technologies

= Kaspersky
5] | industrial Cybersecurity

for Nodes * 33 Deploy EPP
5 34 Implement access
control
]
7
8

Expertise

Kaspersky
Professional
Services

Standards and practices

IEC 62443-3-3 SR:1.6;2.1;2.3;2.4;2.5;2.8;
3.2;4.1%;,7.2%,7.7

NIS2 Article 21:p. 2 (d, e, j); 25:p. 1

GB/T 44462.1 7.3.1.11CS host security

® Technologies ® Expertise ® Kno




KICS PLATFORM FEATURES

KICS FOR NETWORKS

@ Threat and Anomaly
Detection

OT XDR
£
@

KICS FOR NODES

CQ Endpoint
B otachs:

Endpoint Detection
and Response

Ecosystem and
Integrations

’Q' Detection and
Response

)

1

=
3

-

Technologies

Kaspersky
Unified Monitoring
and Analysis Platform

Technologies

Kaspersky
Machine Learning
for Anomaly Detection

Technologies

= Kaspersky
Industrial CyberSecurity
for Networks

® Technologies

® Expertise

Industrial cyber resilience

8 steps to secure your enterprise

1 Detect: spot threats and
anomaly
2 41  Implement toolset

42 Gather data

43 Establish baseline
behavior

44  Seek anomalies
5 45
4.6 Be futureproof

Remediate

Standards and practices
IEC 62443-3-3 SR: 1.11;2.2; 2.10; 2.21; 3.14;
3.54;3.8;5.3

GB/T 44462.1 7.3.3.2 Border Security

NIS2 Article 21:p. 2 (b, ¢, d, €); 23 p.
4

NIST SP 800-82r3 4.1: OT Risk Management



KICS PLATFORM FEATURES

KICS FOR NETWORKS OT XDR 7 KIC§ FﬂNODES N
o} ed t Endpoint

@ D e (@ e

s as

o

Technologies

Kaspersky
Industrial
CyberSecurity

® Technologies

® Expertise

Industrial cyber resilience

8 steps to secure your enterprise

1 : compliance and vuin.
2 Identify frameworks
Implement technical
= controls
Hold risk assessment
& workshops
8 Conduct security
audits
]
7
8

Standards and practices

IEC 62443-3-3 SR:1.5; 1.7;2.9;2.11;3.4;3.7;
3.9;6.1;7.6"

GB/T 44462.1 7.3.23;7.34.2

NIS2 Article 20 p.1; 21 p.2 (d, e, f, i)

NIST SP 800-82r3 3.3.1: Establish OT sec.
Govern.



KICS PLATFORM FEATURES
KICS FOR NETWORKS OT XDR KICS FOR NODES
A Endpoint
by Ecosystemand 2
Integrations lg :_4

Kaspersky
Thin Client

Technologies

@ Kaspersky
% ) SD-WAN

|3 B
Technologi
echnologies 3 ¥ ﬂ"‘“

Kaspersky
2l | loT Secure
Sl Gateway

Technologies

Kaspersky
Automotive
Secure Gateway

® Technolc

Industrial cyber resilience

8 steps to secure your enterprise

1 : zones and conduits

2 Continuously improve
network

3 segmentation
Map zones

2 Model conduits

5 Implement and
configure

6 Test your setup

7

8

Standards and practices

IEC 62443-3-3 SR:1.11;1.13;3.6; 5.1%; 5.2A
GB/T 44462.1 7.3.3.1 - Architectural security
NIS2 Article 21: p. 2 (h, 1, j)

NIST SP 800-82r3 4.1 - OT risk management



Industrial cyber resilience

8 steps to secure your enterprise

Knowledse ~ 1 : mature sec. operations
Kaspersky
ICS Threat
Intellj
. , 2 Set SOC goals
Develop SOC
3
Grow human skills
& q Form IR team
Refine IR plan
5
{
4 -_l \/ 6
4 /‘-/J ‘—;~ ‘
AN Y
¥ ?i/ | 7
5
== 5
Expertise Expertise
.. Kaspersky Kaspersky
61 il e Standards and practices
IEC 62443-3-3 SR 3.3; SR 6.24
GB/T 44462.1 7.3.5.5. Operations
management
NIS2 Article: 21 p.2 (b, c); 23p. 4

NIST SP 800-82r3 3.3.8: Develop an IR Capability

® Technologies ® Expertise e Knowledge



Industrial cyber resilience

8 steps to secure your enterprise

1 : ensure resilience
Kaspersky
= Security
Awareness o
, ) 2 Train your team
\,_1\ Establish cross-team
N\ g collaboration

' o .
- V ) Practice
'] > 4
. p

Hold IR retrospective

8

Standards and practices

IEC 62443-3-3 SR7.1;SR7.4;SR 7.5
GB/T 44462.1 7.3.5 Security management
NIS2 Article 21:p. 2 (b, ¢, g8)

NIST SP 800-82r3 3.3.2;3.3.5;43.5

® Technologies ® Expertise ® Knowledge



Steps to secure your industrial enterprise

Asset inventory Essential Advanced threat Security audits o Mature security 0 Personnel readiness
and risk assessment security detection and compliance operations <¥ and fault tolerance

Solving important challenges » » » » @

Work efficiency @) O] @) O o 0
E L — @) ® O ® @ (e
Secure external O O O (_
g |0 ®

Compliance @ O
Step 2

Step 1 Step 3 Step 4 Step 5 Completed
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Giai Phap

= s = Thich Ung vdi cac khach hang Doanh  Cac Quéc gia
D d D UUC C h Un g M N h ’ nganh nghé nghiép theo nganh
Pugc Tin Cay Toan Cau
Chang t6i bao vé hon 200.000 khach hang
doanh nghiép trén toan thé gidi, tir cdc nganh
nghé da dang, cung cdp cac gidi phap bao mat \!& Chinh ph ~6,500 e

hiéu qua cho cdc t6 chic cd quy mé va do phic
tap khac nhau.

-
Dich vu tai chinh ~3,500 130

N&ng lugng ~1,600 93
A N
Séan xuét ~38,000 171
200 30+ =
Quéc gia van phong . o N
vavung lanhthé | daidién khuvuc b Benie ge
EEE Cham sdc stic khde ~4,900 89
J J
N -

TU tdm anh hudéng toan cu dén su phi hgp sd tai, Va honthé nda

Kaspersky mang dén su bao vé dang tin cdy moi nai. [ vantai )( Daukni | congngnéthangtin |( Gidoduc ) vienthong |
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